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In This Issue... 

This issue of the Supplier In-

formation Bulletin will look 

at the organizational changes 

that have taken place within 

EB Supplier Quality since the 

last issue of the SIB. We will 

also discuss welding consum-

able control. Our security 

brief looks at safeguarding 

covered defense information. 

The recent Oregon christening 

is also profiled. 
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Feedback 
Please let us know what you think about 
this bulletin!  

Send questions about any article, content 

suggestions and comments to Ken Ma-

son at (860.433.4834) or email  

EBSIB@gdeb.com 

As our Supplier Quality 

team grows, Building 813 

at Kings Highway in 

Groton continues to un-

dergo renovations. Please 

be safe while visiting. 

Updates 

LETTER FROM NEW EB PRESIDENT  

Dear Shipbuilders:                                                                                                            

I am excited to re-join the men and women of Electric Boat. Over the course of our 
120-year history, the EB team established a reputation for delivering the highest qual-
ity and most innovative submarine technology in the world. Our submarines provided 
our nation with a competitive advantage for over more than a century and will contin-
ue to be a critical part of our nation’s defense for many years to come. 

This is an exciting time for our company. Our build rate of two Virginia-class subma-
rines a year, and the opportunity to build at an even higher rate, underscores the im-
portance of our work. Our backlog of ships is historic, and I expect to deliver good 
news soon with the award of a Block V contract.   

We are working hard on the design and construction of lead units of the Columbia-
class ballistic missile submarine program. Columbia, a program of 12 ships, is ex-
pected to begin construction in earnest in 2020 and will add to an already impressive 
backlog. To ensure Columbia’s success, General Dynamics and the Navy are investing 
more than $2 billion in our facilities in Quonset Point and Groton. These facilities will 
ensure we have the capacity and capability to build submarines efficiently. 

We continue to hire and train thousands of new shipbuilders to support this growth. 
These jobs are vital to our regional economy. We are partnered throughout New Eng-
land with universities, vocational schools, community colleges, and high schools to 
recruit and train this next generation of shipbuilders. This is meaningful work that 
develops important skills, and provides each of us with an opportunity for not just a 
job, but a career in shipbuilding. 

This growth is not without its challenges. Our shipbuilding team—including our Navy, 
Electric Boat, Newport News, and our suppliers—must simply do better. Our efforts 
require world-class teamwork. Teamwork is built on trust and alignment toward a 
common purpose—designing, building and delivering the world’s best submarines. To 
succeed, we must scale our operations from our current pace while maintaining an 
unrelenting focus on safety, uncompromising quality, and affordability. 

Recently, Electric Boat restated our core values: Value Each Other, Behave with Integ-
rity and Purpose, and Commit to Excellence. While I fully endorse and am committed 
to these core values, I am accountable to you for ensuring these values are reinforced 
as part of our EB culture. As I transition into my new role, I, along with the senior 
leadership team, will work to demonstrate these values on a regular basis. I ask each 
of you to reflect on and personally commit to each of these values. 

I look forward to meeting you as we work together to achieve an exciting future! 

Kevin Graney— 

President of General Dynamics Electric Boat 
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Oregon Christening 

From General Dynamics Electric Boat press release and website: 

Electric Boat christened Oregon (SSN 793) on Saturday, October 5th. Dana Richard-

son is the ship sponsor. She is a native Oregonian and the wife of recently retired 

U.S. Navy Chief of Naval Operations John Richardson.   

Oregon is the 20th ship of the VIRGINIA class. With the other ships of the class, it 

represents a revolution in submarine design, construction and mission capability. 

This versatile and powerful vessel will maximize the contribution the U.S. Subma-

rine Force makes to national security.  

A central characteristic of this class is modularity derived from the design/build ap-

proach, which supports efficient construction and mission capability. This provides 

the Navy with a submarine class that advances the state-of-the-art with each suc-

ceeding ship. Oregon’s adaptability makes it highly responsive to changing mission 

requirements. 

Oregon will provide the submarine force with the capabilities required to dominate 

the open ocean and the littorals. In addition to anti-submarine, anti-surface ship and 

counter-mine warfare, Oregon will support surveillance, Special Operations and cov-

ert strike missions.  

A total of 28 VIRGINIA class submarines have been delivered, are under construc-

tion, or are under contract. 

Dana Richardson                         

Ship’s Sponsor 

CDR Daniel A. Patrick                

Commanding Officer                     

PCU OREGON (SSN 793) 

VIRGINIA-CLASS SUBMARINE CHARACTERISITCS 

Displacement: 7,835 tons 

Length: 377 feet 

Beam: 34 feet 

Crew: 132 officers and sailors 

Weapons Launch: Four 21-inch torpedo tubes; 

two Virginia Payload Tubes 

Weapons: Tomahawk land-attack missiles;   

Mark 48 advanced capability torpedoes 

MMACM(SS) Jon T. Kerstetter 

Chief of the Boat 

Kevin Graney 

President of Electric Boat 

Electric Boat, its construction partner 

Newport News Shipbuilding, and the 

U.S. Navy continue collaborating to 

reduce the cost of future ships while 

introducing new capabilities to en-

sure the ongoing relevance of Oregon 

and the Virginia Class. Electric Boat’s 

goal remains unchanged – to provide 

the U.S. Navy with the most sophisti-

cated undersea warships in the world.  
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LETTER TO THE SUPPLIERS  

Growth in Electric Boat Supply Chain Organization 

Since the last issue of the SIB, the Electric Boat Supplier Quality organization has experienced significant growth. We 

recently added an In-Depth Supplier Assessment (ISA) and Supplier Risk group, under a separate manager. The new 

group is comprised of three divisions: Training and Communications, Risk Assessment, and ISA. This is in addition to 

increased staffing in Supplier Quality Engineering and Source/Receipt Inspection.  

The Training and Communications team will be responsible for developing and executing a communication strategy to 

sustain the future vision for supplier management and oversight. The priority of the team will be to disseminate supply 

chain news, negative trends, best practices, and lessons learned both internally with supply chain management and 

externally with the supply base. The team will also provide strategic, measurable, and effective training that aligns with 

the mission and vision of Electric Boat. 

The Risk Assessment group will collect, consolidate and analyze data from a variety of sources in order to evaluate ca-

pacity, quality, readiness, schedule and other risks across the supply base. If risks begin to trend up, a cross-functional 

team of Electric Boat employees will be assembled to evaluate potential root causes and determine appropriate mitigat-

ing actions. Potential outcomes could be internal actions to monitor and track the risk, or a supplier may be notified of 

a potential risk area so they can determine the appropriate action. Regardless of the outcome, the end goal will always 

be to mitigate the risks in order to minimize supply chain disruptions. 

The ISA group will focus on evaluating in-process work, performing detailed process reviews and re-inspections, and 

driving the step change needed to ensure that suppliers deliver quality parts on time with no exceptions. The group will 

drive change by working collaboratively with suppliers during assessments to achieve Electric Boat's expectation for a 

thorough internal quality and audit program, as well as a robust sub-tier management program. The ISA group will 

evaluate supplier data to determine focus areas for the assessment, conduct desk top audits of documentation prior to 

traveling to the supplier, and perform frequent work surveillance during the week of the assessment.  

Problems identified early and throughout our supply base will enable cost savings, cycle time reductions, and overall 

improvement in submarine construction and delivery performance. 

Our submarines are only as good as the parts being produced to build it. I look forward to the future contributions of 

the In-Depth Supplier Assessment and Supplier Risk group as we work with our supply base to deliver the advantage 

that protects our sailors, our families and our freedom. 

Sincerely, 

Nicholas Dombrowski—Director of Supplier Quality 

The Submarine Industrial Base 

Council (SIBC) works to promote the 

value of the submarine industrial 

base as a vital part of our national 

security. The SIBC invites all suppli-

ers to the submarine industry to be-

come members. There is no cost to 

join. Go to submarinesuppliers.org  

to learn more.  

On September 26th, the 

USS Thresher (SSN 593) 

National Memorial dedica-

tion ceremony took place 

in Arlington National 

Cemetery. Please take a 

few minutes and visit the 

site.  

https://submarinesuppliers.org
https://www.arlingtoncemetery.mil/Explore/Monuments-and-Memorials/USS-Thresher-Memorial
https://www.arlingtoncemetery.mil/Explore/Monuments-and-Memorials/USS-Thresher-Memorial
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The requirements for welding consumable control are invoked within Fabrication Documents, including Technical Pub-

lications, Military Standards and Project Particular Documents (PPD). For this discussion we will focus on Technical 

Publications T9074-AR-GIB-010/278 (TP-278) and T9074-AD-GIB-010/1688 (TP-1688). 

The fundamental requirements of both fabrication documents are similar. Both TP-278 and TP-1688 define entities that 

perform welding (or NDT) as an “Activity.” This includes shipbuilders, first tier suppliers, and sub-tier suppliers. For a 

welding activity, fabrication documents set responsibility for establishing a procedurally controlled quality system, 

which provides assurance that all of the requirements of the fabrication documents have been and are continuously be-

ing met. Fabrication documents contain broad quality system requirements, but are quite impactful. The activity’s quali-

ty system must have the ability to control the process and demonstrate compliance. When that standard is applied to 

welding consumable control, the concept of systemic checks and balances are critical. The following provides an over-

view of the basic fabrication document requirements and the essential elements of a robust welding consumable control 

program. 

1.    All welding filler materials are to be received with material certification data to confirm compliance to the 
    fabrication document and material specification requirements. 

2.      The welding filler material receipt and certification processes must provide evidence that a review of certifi-
    cation was accomplished. 

3.    Welding consumables received are inspected for marking to the applicable specifications, which includes both 
    material marking and package labeling. 

4.      Welding consumables are stored in a manner to ensure material cleanliness and segregation. 

5.      Welding consumables are issued in a controlled manner to minimize possible use of the incorrect filler 

    material. 

6.    A chain of custody exists, which eliminates the chance that welding consumables become co-mingled. Filler 
    material segregation (to Heat/Lot) is maintained throughout the storage, shop floor issue and material           
    retrieval process. 

7.    When required, as in the case of flux covered electrodes, the exposure time and reconditioning of the              
    electrodes meets specification requirements. 

8.    The entire welding filler material control process is performed in accordance with a written procedure. 

Given the critical importance of ensuring that the correct filler material is used, a system that minimizes “single-point-

failures” and maintains material traceability to the Heat/Lot of the material is essential. In addition, the system must 

demonstrate that the material being used has been properly received, inspected, and audited. History has shown that 

undetected use of incorrect welding filler materials during fabrication can result in submarine system operation or test-

ing failures. We must all work together and share lessons learned to ensure these types of failures do not occur.  

Please refer to TP-278, paragraphs 4.1.2, 4.1.2.1, and 5.3.1; and TP-1688, paragraphs 5.71, 8.2 and 8.7 for more infor-

mation.  

Questions regarding this topic should be referred to 

Jonathan Rasimas, D341 Welding Engineering. 

Email: jrasimas@gdeb.com  
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BEST PRACTICES  

Welding Consumable Control 

Enterprise Resource Planning Update 

Beginning in mid-2020, Electric Boat will be transitioning to an 

Enterprise Resource Planning (ERP) system—Oracle. Aware-

ness on this transition was sent on October 23rd. For more in-

formation, please visit the Supplier website. 

http://www.gdeb.com/suppliers/2_supplier_alerts/
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UPDATES 

Standard Clause Revisions 

Electric Boat revised the three Standard Clauses (SC) that invoke vendor quality and inspection requirements. The 
change addresses the option of using ISO standards-specifically the 9001-2015 quality system model, subject to certain 
supplemental technical requirements as directed by the Navy. 

For simplicity, and for consistency with the existing clauses, the most stringent quality requirements are assigned to all 
three standard clauses. Also, SC-60-5 and 60-58 are identical, except that 60-58 also includes quality requirements for 
distributors. 

The SC change does not affect current open Purchase Orders. Please review and comply with these requirements careful-
ly when you see them in procurement documents from Electric Boat. 

Please refer to the Supplier Website for changes to the SC. For questions regarding the change, please email                   
EBSIB@gdeb.com 

—————————————————————————————————————————————————————————————————

From the Security Desk 

 The Joint Certification Program (JCP) certifies U.S. and Canadian contractors for access to unclassified military 
technical data. The certification must be renewed every five years. Recently, the Defense Logistics Agency - Joint 
Certification Office instituted a new training requirement in order to heighten data security awareness. All suppliers 
must complete the training and submit a signed form attesting to training completion to maintain an active certifica-
tion. Suppliers currently maintaining a certification will have their JCP cancelled until such time the training is com-
plete. Suppliers applying for certification for the first time will receive notification to complete and attest to complet-
ing the training upon the submission of DD Form 2354. Additionally, suppliers are reminded to notify the JCO of any 
changes to their companies status during the certification period. This includes, but is not exclusive to contact infor-
mation, company name changes, and address changes.   

 Microsoft support for Windows 7 ends January 14, 2020. Unsupported operating systems represent a significant risk 
for information systems since no new security patches will be released. Then, the potential for un-patched vulnera-
bilities puts the data on these systems at increasing risk over time. Vulnerability management plans should address 
these risks while the supplier develops and implements an upgrade to a supported operating system. Continued use 
of an unsupported operating system may require a written waiver from the data owner. 

—————————————————————————————————————————————————————————————————— 

Annotating 100% of Weld Length and Film Area for Radiographic Test (RT) Reports 

REFERENCES: 

(a)      NAVSEA Technical Publications T9074-AD-GIB-010/1688, Requirements for Fabrication, Welding and Inspection 

of, Submarine Structure  

(b)      T9074-AS-GIB-010/271, Requirements for Nondestructive Testing Methods  

It was noted during the review of RT reports for longitudinal welds that there was a lack of annotation to indicate if the 
entire RT film was reviewed or just the length between the station markers when the station markers are not placed at 
the very ends of the weld. The lack of annotation did not meet Reference (a) and Reference (b) requirements.  

Reference (a), Table 6-4 Note 2, states "The degree of inspection shall be 100 percent unless otherwise specified."  Refer-
ence (b) paragraph 3.4.7, states "The images of the location markers for the coordination of the part with the film shall 
appear on the film without interfering with the interpretation and with such an arrangement that it is evident that com-
plete coverage was obtained." Also, for all welds in accordance with Reference (a) that are RT inspected, the entire film is 
considered as area of interest. Therefore, any indications on the film shall be annotated in accordance with Reference (a) 
Table 6-4 Note 2. In summary, suppliers shall provide a positive annotation in the RT reports for the entire area present 
on the RT film.   
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SECURITY BRIEFING  

Cyber Security and Compliance on Your Business Networks 
DFARS 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting 

By Bill Sullivan, Supply Chain Security Manager 

In past articles on cyber security we’ve covered protection 

requirements for Covered Defense Information (CDI) and 

reporting of cyber incidents. This article will discuss CDI 

subcontracting responsibilities. DFARS 252.204-7012 re-

quires EB to pass down the DFARS in its entirety to subcon-

tractors receiving CDI. Within that requirement your compa-

ny is required to pass down DFARS for any subcontractor 

you provide CDI to. 

So where does it all stop? DFARS 252.204-7012 states: 

“ The Contractor shall determine if the information re-

quired for subcontractor performance retains its identity as 

covered defense information and will require protection 

under this clause, and, if necessary, consult with the Con-

tracting Officer;”  

How do we then minimize pass down of CDI? 

First, know how to identify CDI. As noted in a prior article, 

information you receive from EB that is marked FOUO, 

NOFORN or has distribution statements or export control 

warning statements and or destruction statements contains 

CDI. 

Second, make a determination if your subcontractor really 

requires the full content of data EB provided you, that is, 

determine if your supplier has a need to know for the data 

prior to passing it along. 

Take note of your existing policies. If you are receiving CDI 

from EB, your company has represented that it has an access 

control plan/technology control plan (ACP/TCP). One of the 

main functions of an ACP/TCP is to prevent unauthorized 

disclosure of data. It is your responsibility to limit pass down 

of CDI based on a need-to-know and to assure that your sub-

contractors are aware of and have agreed to follow the data 

protection requirements. These considerations for 2nd, 3rd, 

and 4th tier supply chain subcontractors are significant in 

overall protection of CDI. 

The ability to track data flow is an important aspect of data 

protection within the supply chain and across your business. 

When you get a Purchase Order from EB, the contract info 

goes one way, the CDI goes another. For example, manufac-

turing details are developed from the CDI and details go to 

the shop floor and get loaded into production machinery.  

Do you know who in your business has had access to the CDI 

and do they have a need to know for the CDI? There are 

many paths down which possible inadvertent pass down can 

occur. The following are some questions to consider in evalu-

ating processes for protection of CDI:  

 Is your production machinery networked? 

 Who does your IT support and what level of access do 

they have? 

 Does the machinery manufacturer come in from time to 

time to calibrate, update, or perform other mainte-

nance?  

 Do you remove CDI prior to maintenance?  

 Do printed materials (documents, drawings) get locked 

up at night? 

 Who has access to your facility after hours? 

Other tips for suppliers: 

While we tend to have good security practices in the work 

place, home and public environments and personal accounts 

are typically not as well managed. To ensure you are protect-

ing the data: 

 Use a managed business email account as opposed to a 

personal email account for processing or viewing CDI. 

 Do not process CDI at home on a home network, unless 

specifically approved by your company’s security plan.  

 Use a business managed cell phone or smart device to 

review business email, do not use personally owned de-

vices for business.  

 Do not use a public WiFi (an airport or coffee shop wire-

less network) to view CDI. 

Additional information can be found at DoD FAQ (https://

dodprocurementtoolbox.com/faqs/cybersecurity/

cybersecurity-faqs). 
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