
Changes to SPARS! 

• On January 2nd, 2018 all SPARS users will be prompted to 
authenticate twice into the system per DFAR 252.204-7012, 
Safeguarding Covered Defense Information and Cyber Incident 
Reporting. 

• The Multifactor Authentication (MFA) will prompt users, after 
logging in with their SPARS username and password, to have a one-
time password sent to either a mobile phone or a valid email 
address 

• Before January 2nd users are encouraged to update their User 
Information to reflect a current mobile phone number and service 
provider and/or a valid email address. 

• This guide will walk you through how to update your information in 
User Services and show you how MFA will function in SPARS.  



How to Update User Information 
1) Log into your SPARS account. 

 
 
 
 
 
 

 
 
2) Click on “User Services” on the  
left hand side of the SPARS home screen.  
 

 



How to Update User Information 
3) Click on “Edit User Information” on the  
left hand side of the SPARS User Services screen. 

 
 
 
 
4) Check the information listed in your SPARS User Profile to ensure that your mobile phone 
number, mobile provider, and email address are all up to date. Update personal information as 
required.   



How MFA Works 
 1) Log into SPARS using your username and password. 

2) You will the be prompted to choose the method in which you would like to receive your one-time 
passcode, via text message or email.  

– If you do not have a mobile phone number and mobile provider entered in your SPARS Profile, the “Send by Text” 
Option will be greyed out, and you will have to select the “Can’t use Texting?” box to have the code sent to your 
email.  

(555) 555-5555 

eb-spars@gdeb.com 



How MFA Works 
3) A one-time passcode will be sent to your mobile phone via text, or email. 
 
 Example of one-time code via text:  Example of one-time code via email: 
 
 
 
 
 
 
4) Enter the one-time passcode into the screen below, and click on “Submit Passcode”. 
      
     Please Note: The one-time passcode will 
     expire after 30 minutes. If the one-time 
     passcode is entered incorrectly 3 times 
     users are returned to main login screen 
     and must request a new one-time 
     passcode. 
 



How MFA Works 
5) Review the User Agreement Screen and click “I Accept” or “I Decline”. By clicking “I Accept” it 
will bring users to the SPARS homepage, by clicking “I Decline” it will bring users back to the main 
login screen. 
 
 
 
 
 
 
 
 

Please Contact the SPARS Administration Group with any 
questions or concerns. 
• Phone Number: 860-433-9780 
• Email Address: eb-spars@gdeb.com 
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